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NESTT

Defend and Prevail

Cyber Solutions for Government

Empowering your agency to achieve faster mission outcomes.

Capability Statement

Mission-led Vision-driven
We leverage cross-sector mission understanding Our cyber security solutions help the government,
to strengthen your agency’s security and the intelligence community, and the military
resilience. achieve cyber superiority.

COMPANY OVERVIEW

NESTT is an experienced provider of cyber security and information security services to the federal government. Veteran and
women owned, and based in Northern Virginia, our value proposition is providing mission-focused cyber solutions quickly
and with minimum paperwork under time and material. We are skilled at building competitive advantage through innovative
cyber security solutions.

Our flexible and agile company structure allows us to perform the highest quality work at significantly lower costs. NESTT
project teams quickly integrate urgent or unexpected requirements into the next iteration of deliverables. Our proven vetting

process brings only the best of the best cyber security personnel to our security teams—so we can hand select the right
person for your unique needs

CORE COMPETENCIES

= |mplementation & Advisory. Develop and implement sustainable mission-critical cyber security strategies (Risk
Management, Governance & Cyber Program Development, Privacy and Data Protection, and Third-Party Security)

= Assessment & Compliance. Anticipate and alleviate risks to protect your agency (Audit Readiness, Penetration
Testing, Vulnerability Assessments, Security Assessments)

= |ncident & Threat Management. Prevent, manage, and recover from security incidents (Data Breach Readiness,
Tabletop and Simulate Exercises, Incident Response, and Threat Hunting)

= Security Architecture & Engineering. Build, deploy, and monitor effective cyber safeguards (Cloud Security,
Continuous Monitoring, Business Continuity and Disaster Recovery, and Enterprise Mobility)
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Legal Name:Network Enterprise Solution Team Tactics, LLC
(dba NESTT)

UEl: REXUSBPW2LJ3
DUNS: 097341300

INFORMATION

CAGE Code: 9HAG3

Payment Terms: NET 30

GOVERNMENT CLIENTS

541512 -Computer Systems Design Services (Primary)

541511 -Custom Computer Programming Services

NAICS

541513 -Computer Facilities Management Services
541519 -Other Computer Related Services

611420 -Computer Training

541518 Information Technology Professional Services

54151HACS Highly Adaptive Cyber security Services (HACS)

SPECIAL ITEM NUMBERS (SINS)

PAST PERFORMANCE

@ End-to-end Technical Support (Penetration Testing, Risk and Vulnerability Assessments, Malware Remediation, Insider Threat
Assessment, Continuation of Operations/Disaster Recovery, and Risk Management)

@ Security Assessment and Compliance Experience (System Risk Mitigation)
Program and Project Management, Project Administration, Data Management, Systems Administration and Management, and
Recruiting

@ Design/Develop/Oversee Security Architecture (Security Infrastructure Management, Authentication Services, Prevention Services,
Event Management, and Systems/Applications)

@ Enterprise-wide Technical Support Monitoring (Intrusion Detection, Threat Mitigation)

@ Information Assurance and Cyber security Training

DIFFERENTIATORS

Low employee turnover
Specialized in-house training
Continuous learning culture
Proven vetting process
Long-term mindset

Government specialty focus
Team diversity valued

Employee empowerment program
Innovative mindset culture
Insights-driven

Project Management Professionals (PMP)
Offensive Security Experienced Pentesters (OSEP)
Offensive Security Certified Professionals (OSCP)
EC-Council Certified Ethical Hackers (CEH)
CompTIA Security+ Certified Professionals (SEC+)
ISC2 Certified Information System Security
Professionals (CISSP)

Offensive Security Certified Experts (OSCE)
Offensive Security Web Experts (OSWE)

GIAC Penetration Testers (GPEN)
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